According to the NIEM Project Management Office the expected
result of standardizing criminal justice information exchanges on
the NIEM is that there will be a far more efficient and expansive
sharing of information between agencies and jurisdictions, more
cost-effective development and deployment of information
systems, better quality decision making as a result of more
timely, accurate, and comprehensive information and tangible
improvements in public safety and homeland security.

By providing a ‘language’ which defines the common naming and
definitions for data elements, NIEM has provided a standard for
how to represent the data in the process of sharing of criminal
justice information. This common data model increases the
ability for information sharing and level of integration between
criminal justice information systems.

The combination of the GLOBAL Justice Reference Architecture
and the National Information Exchange Model provide the ‘how’
and the ‘what’ for integrating criminal justice systems. However,
as it now becomes easier to share information on a much broader
scale, there needs to be a complementary focus on the security
and privacy of that information. This leads to the ‘who’ of
integrating criminal justice information: the GLOBAL Federated
Identity and Privilege Management (GFIPM) framework.

GLOBAL Federated Identity and Privilege

Management (GFIPM)

Integration Goals

Just as most criminal justice applications exist as standalone silos
of data, so do the user identities for those applications. Each
application has its own user store, forcing users to remember
several user names and passwords in order to gain access to each
application that they are allowed to use.

This situation usually leads to greater security challenges, such as
passwords being written down or using the same password across
systems to reduce the number of passwords that must be
remembered. This can lead to a greater possibility that someone
could obtain this information and wrongfully gain access to
applications which contain highly sensitive and confidential data.



The multiple user accounts for each user also lead to a greater
cost for the information technology (IT) department in that they
have to manage all of these accounts. When a new employee is
added, a user account needs to be created for that person in each
of the systems that the new user has permission to access. And
worse still, when an employee leaves an agency, the IT
department needs to implement a process to remove this user
from each of those systems; otherwise that user may still be able
to gain access.

Today we are seeing many agencies making the move to have a
single user store, usually a directory service based on Lightweight
Directory Access Protocol (LDAP) or Microsoft’s Active Directory.
This moves the user identities out of each stand alone application,
and into a central network directory service, which greatly
simplifies user identity management. Now applications can be
modified to rely on the central directory for user authentication.
This consolidation of user identities, and the integration of
applications with the central directory, means the user now only
has a single user name and password to remember.

The problem still exists however. The central directory service
put in place by an agency, or a county, only serves that agency or
county. It is common that a law enforcement officer needs to
access information available in systems provided by other
counties, or by state and federal level agencies. To do so, they
will still need to have user names and passwords for each of these
county, state, and federal level systems. This not only leads to a
user having multiple identities that they still need to remember,
but also causes management and operational overhead for the
provisioning of all of these identities.

It is unreasonable to have a single state-wide directory service to
maintain user identities for all of the criminal justice users within
a state. So there needs to be another means of integrating user
identities across all of these systems. This is where identity
federation and the GFIPM framework can be used to integrate user
identities across system security boundaries.

Description of GFIPM

The GLOBAL Federated Identity and Privilege Management
framework provides a standards-based approach for implementing
federated identity.



A federated identity is
an identity in one
system that is securely
authorized to access
another system.

A federated identity is an identity in one system that is securely
authorized to access another system. The system that is
providing a service or a web application is configured to trust
user identities provided by another system.

The GFIPM metadata provides an understood, standard, definition
of metadata across federation systems. This allows federated
systems to have a common way to represent and communicate a
user’s identity and privileges, thus allowing system
authentication and authorization decisions based on this
standardized set of credentials. It is this concept of globally
understood metadata across federation systems that enables
interoperability and provides for the integration of criminal
justice applications at the user level.

The GFIPM metadata is represented in XML and is conformant to
the NIEM data model. A standard set of data elements and
attributes represent information about a user, and about that
user’s privileges. Contained within the data elements is
information about who the end user is, and how they were
authenticated. The GFIPM metadata also contains information
about the user’s certifications, job functions, clearances,
organizational affiliations, and any local privileges that the user
may have.

To create a federated trust which allows remote user access to
locally configured applications, an interaction between three
critical components, a Service Provider, an Identity Provider, and
the user credential assertions (GFIPM Metadata), is required.
Within a federation, organizations will play the role of either a
Service Provider, Identity Provider, or both.

The Identity Provider is the authoritative entity responsible for
authentication and for providing the credentials of a user. It is
the Identity Provider that asserts the identity for a user in secure
fashion between the trusted partners in a federation.

A Service Provider is a federation partner who provides access to
services, like web applications or web services. The Service
Provider relies on the Identity Provider to provide claims or
assertions about the federated user, and controls access to the
managed services based on the trusted set of user credentials.



To make an agency application, such as a criminal justice web
portal, accessible to trusted users, the application must be
configured to be controlled by the Service Provider. The Service
Provider must also be configured with the information about the
Identity Providers that it trusts to provide user information.

An Identity Provider needs to be configured to access the local
user store, typically Active Directory or an LDAP repository, of the
trusted user and to build the GFIPM security token from the user’s
credentials and return that encrypted information to the service
provider upon request.

When a locally authenticated user attempts to access a remote
system, he or she no longer needs to sign on to that remote
system. Rather, the Service Provider for that application will
contact the Identity Provider for that user to get the user’s
credentials. It will then make authentication and authorization
decisions to grant or deny access to the requested application.

Integration Benefits

The benefit of a federated identity approach to security is that
criminal justice application usage can now be expanded across
jurisdiction boundaries without having to create duplicate user
accounts for each application. This provides for greater
integration of law enforcement knowledge because it enables
secure access to larger amounts of information.

With the GFIPM framework defining a standard set of metadata
representing a user’s identity and their privileges, a trusting
system can safely and securely provide information to a trusted
user. This trusting, or integration, of user accounts across system
boundaries provides for controlled access to a much greater set of
criminal justice information than was previously available. Now
an analyst, who was limited to searching their own systems and
perhaps state and federal systems, can also securely access the
systems of other integrated agencies.

By integrating user accounts across trusted systems, GFIPM,
Federated Identity, and single sign-on solutions are greatly
reducing the infrastructure burden of user account provisioning
and management. Now, when creating a trust relationship between
two agencies, all that needs to be done is configure the
relationship that specifies that this agency trusts the other
agencies users, and that the GFIPM credentials of the trusted users
will be used to authorize access to the trusting system.



Individual user accounts no longer need to be created in the
partner agency system in order to allow access to the partner
application.

This user identity integration significantly improves the security
of the shared information because with federated security, the
home, or local agency is the only place responsible for the
management of the user accounts. The integration, or
consolidation of user account management down to having just a
single user account at the place of employment, leads to increased
cost efficiency and at the same time enhanced security of criminal
justice applications.

Conclusion

The National Criminal Intelligence Sharing Plan (NCISP), which was
developed by the GLOBAL Intelligence Working Group and
endorsed by the U.S. Department of Justice (DOJ), describes the
information sharing requirements needed at all levels of law
enforcement in this country. The plan identifies policies,
guidelines and methods for developing and sharing critical data.
Two real-world examples of the impact of the NCISP are the
creation of Fusion Centers nationwide and the multi-state
CONNECT project.

Fusion Centers have been, and are being, created in many
jurisdictions to serve as a central and authoritative resource for
the collection and exchange of information and intelligence. A
Fusion Center provides a mechanism where law enforcement,
public safety, and private partners can share and access
information for the purpose of improving our homeland security
and preventing criminal activity.

The CONNECT Project is a multi-state effort to effectively and
securely share information, as specified by the NCISP, among the
CONNECT member states. This project uses each of the
technologies and standards identified in this paper. The GLOBAL
Justice Reference Architecture is used to provide the

integration of the variety of heterogeneous systems that exist in
each of the states. The NIEM is used to define the standard
messages that will be shared between the states, and the GFIPM
framework will provide secure, federated access for the CONNECT
project.



The benefits of these
new standards and
technologies have
allowed criminal justice
applications, which had
been stand-alone,
inaccessible silos of
information, to become
highly integrated
sources of information.

Fusion Centers and the CONNECT Project are just two examples of
how the criminal justice community has benefited from new
standards and new technologies which have provided for greater
system integration, data integration, and user integration.

The GLOBAL Justice Reference Architecture, based upon Service
Oriented Architecture principles, has allowed the justice
community a means for integrating new and existing criminal
justice systems. By providing a service layer in front of a justice
application, other agencies are able to access and integrate the
application into their own systems, thus providing greater
capabilities to the user, as well as making far more information
available than ever before.

The National Information Exchange Model (NIEM) has allowed the
justice community to speak a common language in order to
effectively share information. This standard means of
representing criminal justice and public safety data has given the
criminal justice community the ability to integrate data from other
systems and sources that was burdensome or even not possible in
the past.

The GLOBAL Federated Identity and Privilege Management (GFIPM)
metadata and framework has benefited the members and partners
of the justice community by allowing them to share information in
a new way, with reduced management burden, and improved
security. Federated security represents a strategic change in the
way justice organizations establish the electronic trust that is
necessary to share criminal justice information. GFIPM has
provided a way to integrate the users of the criminal justice
community.

The benefits of these new standards and technologies have
allowed criminal justice applications, which had been stand-alone,
inaccessible silos of information, to become highly integrated
sources of information. It is this integration provided by these
standards and technologies that has given law enforcement a far
better ability to do their primary job, which is providing for the
protection and safety of our nation.
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